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Hertfordshlre MS Therapy Centre

HMSTC Privacy Notice

1. Introduction
This Privacy Notice explains the types of personal data we may collect about you when you
interact with us. It also explains how we’ll store and handle that data, and keep it safe.

‘We’ refers to Hertfordshire Multiple Sclerosis Therapy Centre (Registered Charity 299524), 30
Campus Five, Letchworth, Herts, SG6 2JF.

GDPR - the law on data protection - sets out a number of different reasons for which an
organisation may collect and process your personal data. We are allowed to collect your data with:

Consent
In specific situations, we can collect and process your data with your consent — such as when you
provide your email address so that we can send you our newsletters and event news.

Legitimate Interest

In specific situations, we require your data to pursue our legitimate interests in a way which might
reasonably be expected as part of running our charity — such as details of any illnesses, injuries or
conditions that may affect which services we are able to offer you. (APS Pain Therapy is not
suitable for you if you have a pacemaker fitted, for example.)

The other lawful bases for processing your data are:

e Contract - if we need to process your data in order to fulfil our contractual obligations or
because you have asked us to do something before entering into a contract, (such as to
provide a quote).

e Vital Interest - if we need to process your personal data to protect your life, (such as during a
medical emergency).

e Public Interest - this basis enables us to process your data if we need to perform a specific task
in the public interest that is set out in law, (such as reviewing our operation as part of a HMRC
investigation).

e Legal Obligation - we are able to process your personal data to comply with a common law or
statutory obligation, (such as complying with a court order)

2. When your data is collected

e When you contact us with an enquiry
e When you book an appointment or assessment with us

e When you arrange a ‘taster session’ of one of our services

e When you attend one of our Open Days or fundraising events
e When you engage with us on social media
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e When you enter our prize draws or competitions
e When you make a donation to us

3. What data is collected

¢ Maedical Information
For the purposes of providing treatment, we may require detailed medical information. We will
only collect what is relevant and necessary for your treatment. When you visit our Centre, we will
make notes which may include details concerning your medication, treatment and other issues
affecting your health. This data is always held securely, is not shared with anyone other than
necessary HMSTC staff.

It is a condition of any treatment that you give your explicit consent to allow us to document and
process your personal medical data. Contact details provided by you such as telephone numbers,
email addresses, postal addresses may be used to remind you of future appointments and provide
reports or other information concerning your treatment.

We may also use the contact details provided by you to respond to your enquiries, including
making telephone contact and emailing information to you which we believe may be of interest to
you, such as changes to appointment times. With your consent, we will also send you marketing
information, such as news updates and fundraising events. You may opt out of receiving such
emails at any time.

e |f you attend our Open Days or fundraising events, we will ask for your name, contact
details and permission to send you our updates by email. We may also ask you about any
illness/condition to ensure that any prizes offered, such as treatments for example, are
suitable for you.

e Your social media username, if you interact with us through those channels, to help us
respond to your comments, questions or feedback.

e Your payment details when you book our services.

4. How we use your personal data

We will only collect the information needed so that we can provide you with the services you
require. We may use this data to:

e Respond to your enquiries and requests

e Book appointments for you

e Process payments for services booked

e With your consent, we will keep you informed by email of our offers, news and events
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e Administer any of our prize draws or competitions which you enter, based on your consent
given at the time of entering.

e Develop and improve the systems, services and products we provide to you. (We’ll do this
on the basis of our legitimate business interests, which falls within the remit of the General
Data Protection Regulation.)

e To send you survey and feedback requests to help improve our services. These messages
will not include any promotional content and do not require prior consent when sent by
email or text message. We have a legitimate interest to do so as this helps make our

products or services more relevant to you.

5. How we protect your personal data

Our electronic data is held on secure computer systems. Any information held on paper forms —
such as your Pre-Assessment Form is kept in locked cabinets on site at our Centre.

Marketing related data is held in online systems which are password protected and are GDPR-
compliant (EU-based) or have certified compliance with the US Privacy Shield Framework, (US-
based).

6. How long will we keep your personal data?

We will process personal data during the duration of any treatment and will continue to store only
the personal data needed for eight years after the contract has expired to meet any legal
obligations. After ten years all personal data will be deleted, unless basic information needs to be
retained by us to meet our future obligations to you. Records concerning minors who have
received treatment will be retained until the child has reached the age of 25.

At the end of that retention period, your data will be deleted from our online systems and/or
shredded confidentially.

7. Who we share your personal data with
Relevant paid and voluntary staff have access to your data. We will never share your data
externally without your consent. Anyone with access to your data has signed a confidentiality
agreement.

Registered with

B2 disability
ELé[\GI%FQL/AAl%gS ’M" Volunteer B Q Conﬁdent

Registered Charity No: 299524 Registered Company No: 2215165 = COMMITTED =—
Registered Office: 30 Campus Five, Letchworth Garden City, Hertfordshire SG6 2JF




30 Campus Five, Letchworth Garden City, Hertfordshire SG6 2JF

CEntre Web Site: www.hertsmstherapy.org.uk
Tel: 01462 684214

Hertfordshlre MS Therapy Centre

‘ ’Thera py Hertfordshire Multiple Sclerosis Therapy Centre Ltd

8. Where your data may be processed

We use online systems to progress enquiries, manage bookings and store data. These systems
comply with the security requirements of the General Data Protection Regulation.

9. Your rights

You have the right to request:

Access to the personal data we hold about you.
e The correction of your personal data when incorrect, out of date or incomplete.

e That we stop using your personal data for direct marketing (either through specific
channels, or all channels).

e That we stop any consent-based processing of your personal data after you withdraw that

consent.

Your right to withdraw consent:

e Whenever you have given us your consent to use your personal data, you have the right to
change your mind at any time and withdraw that consent.

e You have the right to stop the use of your personal data for direct marketing activity
through all channels, or selected channels. We must always comply with your request. You
can stop direct marketing communications from us by clicking the ‘unsubscribe’ link in any
email we send you, or by writing to: Marketing Manager, Hertfordshire Multiple Sclerosis
Therapy Centre, 30 Campus Five, Letchworth, Herts, SG6 2JF

e In cases where we are processing your personal data on the basis of our legitimate
interest, you can ask us to stop at any time. However - we will not be able to keep you
informed of important, relevant updates about our services. For example - you will need
to know about any changes to our pricing.
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Checking your identity

To protect the confidentiality of your information, we will ask you to verify your identity before
proceeding with any request you make under this Privacy Notice. If you have authorised a third
party to submit a request on your behalf, we will ask them to prove they have your permission to
act.

10. Enquiries and concerns

If you think that there is a problem with the way we are handling your data you have the right to
complain to us. If you do not get a response within 30 days, you can complain to the Information
Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, SK9 5AF.

For details of how we comply with GDPR go to www.hertsmstherapy.org.uk/GDPR. The Data
Protection Officer is the Chief Executive and can be contacted at ceo@hmstc.net or by writing to
30 Campus Five, Letchworth, Hertfordshire SG6 2JF.
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